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$ubject: Caution regarding fraudulent activities carried out in the name of,

Government schemes

Sir/Madam,

Digital Payment is ont: rf the prirne fccus area* sf Oove::rment of trndia..

Ministry of Flectronics & IT {MeitY) h;rs been entrusted '*rth the responsi}:ility o{

prom.otiorr of digital paymerrts, and is co-coordinating with concerned stakeholders fcr

promotion of digital paynnents.

2. MeitY ie receir4ng many grievarrces related with digital" payme:nts, which are

being addressed on priority basis. On analysis of paet grlevanccs, it has becn obsemed

that'many fake agencies/individual$ are involvcd in fraud.ulenl praclices, in thc namc

of Goyernment organizations. Some of the common mndus opcrandi otrservcd :9r€ &s

given:

!t

d)

Using name sirnilar la Governrnent *eheme*, wilh rnin*r spelling change *nd

operatin g "Phishin g sitcs"

Using the logo of, Government schemes, ph*to of llon'ble Prime Minister,

Cabinet Minister etc, in their websites

Provicling link of Government websrlcs, to clispiay affiliation r.rilh Govcrnmcnt

Atluring citizens by pramising Covernmenl jobs, by issuing appointment lstters

on fake Gr,rvernment Letters, and exlorling money.

Misuse af Govenrment schemes for fake allocalion cf Distributorship"etc.

Specially targeting arrd builcting trap araund latest annsunced {}*vernmenl

schemcs and inccntivcs.

3, In one *f the reported instancc, e-gram Digitai {website - egramdigital"co""inJ was

misusing the Government Flergshlp Digital India programme) far exlorting money fuom

aJ
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e)
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scheme 'rApka Jlngaoika, Apka Sa*k' a.rtd duping eitirens to make pa)rraent* f{ir
biametric deviees. Jn another instance, "PM {"Ijjwela Yoja;ra' was misused far, felrr
allstnrent of LPg Distributorship, yia spur"ious website (

ht&;//tryvwpj:fat.a:ltqjeit*Ctgi. It may b* nr:{ed thal there is one letter differerree
between ulJjjwala' and "Ujwala". Similar$r, fraudulen! app*intmeat tre,tters vrere issusd
on the fake Governx*ent letterheadc.

4- Ail Savn:nmeat Ministriesl Departmcnts/ organiz:rtians, are rery;ireel to.tske
due diligence to ensure that their schemes are not misrepresented by fake/fraudulent
entities for extorting money from innocent citizcns. The following steps may be
considered in this regard:

.^
i. 

,,,Creation of awarsness itl ci.js*n* th:tugh web portatr, social .rnedia and olher
\'/ appropriate channels, for protecting them from fake schemes and continuously

po*ting eaution .fi1ess&ge$ on Facebook, TVritlcr etc. mentioning that the fake
schesres d"ont belong to Ministries/Departments etc.

.a
\ i/ In case of identilication of any fake *chenle, imrnediate actian nray be taknn by\-/ informing the police and concerned organizations like ir{lXl.

5. We salicit eo*operatio:"r. ficlm a1l OavernmeRt Ministries l$*pa:'.tpnents
l0rgAaisatiaxrs tc satbguard ci{izens flpm liaud.uler:t activities and to build rflrst irl
digital payrnrylt eeo*yste:n.

With rcgards,
Yours Sincerely,
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To:

. All Secretaries, Governmenr of Ind.ia

Copy To:

. C}:ief $ecretary ofx]l StateslUTs in lndia
p


